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RaaS Organization



Anatomy Of The Ransomware Cybercrime Economy

Anatomy Of The Ransomware Cybercrime Economy

Image credits: Will @BushidoToken



Lapsus jobs



State-Nation Sponsored actors



Una visió actualitzada al panorama de ciberamenaçes

SPEAR PHISHING & 

DEEP FAKES

RANSOMWARE &

WIPERS

SUPPLY CHAIN 

ATTACKS

CLOUD RISKS

N DAY 

VULNERABILITIES

CYBER PHYSICAL 

ATTACKS

DDoS ATTACKS

APT THREAT ACTORS



Advanced Persistent Threat Actors

• Intellectual Property

• Financial Gain
• Terrorism
• Political Espionage

• Hacktivism

More Nation State Attacks More APT Groups Active More Sophistication

Nation states have different motives 30% of APT groups were detected

as active in just the 1H 2023

Threat actors are expanding

their playbooks



Supply Chain Attacks
Open Source Software is 
Leveraged Everywhere

Vulnerabilities in Widely Used 
Components Hit Hard and Fast

Most Apps Have Many Direct 

and Indirect Dependencies

The building blocks of modern 
enterprise applications

Multiple threat actors jump in with 
their own attacks

They all come with the potential 

for vulnerabilities

Addressing Cybersecurity Challenges in Open Source Software - Report.pdf (hubspotusercontent-na1.net)



Atacs a la cadena de suministrament



• Supply Chain Cybersecurity Gap

Supply Chain Attack Trend

2010

Stuxnet
(Single Critical Infrastructure Affected)

SolarWinds Orion SUNBURST
(Multiple Critical Infrastructure Affected)

2020

Supply Chain Cybersecurity Gap



Nation state and supply chain attacks are happening with 
increased frequency and become more sophisticated.

DarkSide

Ransomware

HAFNIUM Zero 
Day DearCry

Ransomware

Sunburst, Teardrop,

Raindrop Malware

Hack

F5

Vulnerability

Colonial Pipeline
(May 6 2021)

Operation Technology Attack. 
Covid 19 has accelerated the 

removal of the air gap for remote 
access

SolarWinds
(Dec 2020)

Attackers gained access to 
SolarWinds infrastructure by 

exploiting an Authentication Service 
vulnerability. 

Microsoft Exchange
(Jan 6 2021)

The original Zero Day was used by 
the HAFNIUM group for global 

Ransomware campaign 

F5 Big IP
(March 10 2021)

F5 reported several new 
vulnerabilities under attack, urged 

immediate upgrades.



• Applicable for any ICS/OT infrastructure

Anatomy of Supply Chain Attack

Plant Production Floor

HMI PLC/RTU Sensors CCTV

Malicious Actor

Engineer

• Exploits the Service Provider / Software Vendor

• Manipulates the Legitimate Code

• Exploits Digital Certificates and Trust 

• Impersonates as Legitimate

Legitimate 

Code

Malicious 

Code

+

Service Provider / Software Vendor

Compromised 

Software Distribution Library

Internet

Stage – 2

Stage – 1

• Gains Full Access to the Resources



• The SolarWinds cyber attack timeline stretched out over six months, 
during which time the hackers patiently and systematically executed 
their hack. Here are the most critical milestones in the attack:

• In September 2019, hackers were able to access the SolarWinds network.

• They started testing their code injection in Orion in October 2019.

• About four months later, they injected malicious code called Sunburst 
into Orion.

• On March 26, 2020, SolarWinds began distributing Orion updates that 
contained the hackers’ malicious code.

• The malware spread as thousands of SolarWinds customers installed the 
malicious code in the hacked update. Once on a victim’s system, the 
malware gave hackers access to customer IT systems. At this point, the 
attackers could install more malware, which enabled them to spy on 
additional organizations.

18

Solarwinds suppy attack lifecycle

https://www.fortinet.com/resources/cyberglossary/solarwinds-cyber-
attack#:~:text=The%20SolarWinds%20assault%20was%20a,third%2Dparty%20supplier%20was%20SolarWinds.



aaa

100+ Hospitals and Healthcare sites hit by ransomware in Romania



Noves regulacions i ciberseguretat en 
la cadena de suministrament





1. Disposar de Política de Seguretat de la iniformació I gestió proactiva del risc

2. Implantar estratègies de Prevenció, Detecció I Resposta d’incidents de ciberseguretat

3. Disposar de mecanismes de continuitat de negoci davant de ciberatacs

4. Obligació de notificar incidents a les autoritats en base a un calendari definit

5. Us d’encriptació a les comunicacions

6. Us d’autenticació forta i multiples factors d’autenticació

7. Seguretat dels proveidors i de la cadena de suministrament

8. Revelació de vulnerabilitats

9. Col·laboració amb les autoritats locals, nacionals i europees (EU-CyCLONe)

10. Multes per incumpliment

L’equip directiu pot ser considerat peresonalment responsable d’incomplir amb NIS2

NIS2 – Accions clau



Estratègies i casos d’ús per la protecció
de la cadena de suministrament i la 
gestió del risc digital



Holistic Approach to Cybersecurity—Security Program

People
Security Governance

Security Awareness

Security Culture

Technology
Visibility

Control

Actionable Intelligence

Process
Risk Assessment

Security Architecture

Compliance Audits

Technical Context

Automate 
Operations

Business Context

Manage 
Risk

NIS2

CRA

MACHINERY ACT

ISO





NDR

EDR EDREDR

Deception Deception

EASM

Dark Web Monitoring

Detecció i protecció d’amenaces, estratègia general



Estratègies i casos d’ús per la protecció
de la cadena de suministrament i la 
gestió del risc digital
Accés remot de proveïdors



Estratègia zero trust per accés remot de proveïdors

VPN - IPSEC

LDAP, RADIUS, 
SAML (SSO)

MFA

Host Check

ZTNA

A
cc

es
s 

En
ti

re
 N

et
w

o
rk

A
cc

es
s 

Sp
ec

if
ic

 A
p

p
lic

at
io

n

C
o

n
ti

n
u

o
s 

Tr
u

st
 C

h
ec

k

St
ro

n
g 

A
u

th
en

ti
ca

ti
o

n
 

O
n

e 
Ti

m
e 

H
o

st
 C

h
ec

k 

G
en

er
ic

 R
u

le
 S

et

N
o

m
in

al
 U

se
rs

U
se

r 
C

o
n

te
xt

u
al

 R
u

le
 S

et



• As defined by National Institute of Standards and 
Technology (NIST) 

Estratègia Zero Trust

Zero trust is a cybersecurity 

paradigm focused on resource 

protection and the premise that 

trust is never granted implicitly 

but must be continually evaluated. 



Zero Trust Concepts 

A philosophy for only trusting a user or device after explicitly 
confirming their identity and status. It focuses on users, devices, 
and the specific resources being accessed, utilizing segmentation 
and zones of control.

Zero Trust Mindset

Systematic Approach to replace implicit trust for network edges 
and remote users with consistent convergence of networking 
and security across the organization.

Zero Trust 
Strategy

Architecture

• Zero Trust Network Access (ZTNA)

• Network Segmentation

• Micro-Segmentation

• Identity/Authentication

Zero Trust 
Initiatives

Specific 
Projects



Estratègies i casos d’ús per la protecció
de la cadena de suministrament i la 
gestió del risc digital
Estratègia de decepció o engany – Next Generation Honeypots



Windows 
Endpoints

IOT Devices / 
Linux Devices

SCADA Networks

Compromised Decoy DB Server APP Server FILE Server

VLAN 3 10.0.3.0/24

VLAN 2 10.0.2.0/24

VLAN 1 10.0.1.0/24

VM

VM

VM

VM

VM

VM

Firewall SIEM Eines
de visibilitat

NAC

Deceptor

Alerts

EDRSOAR

Deception Lures VMDeception Tokens

Estratègies de decepció – Next Generation Honeypots



Estratègies i casos d’ús per la protecció
de la cadena de suministrament i la 
gestió del risc digital
Gestió d’usuaris privilegiats



One shared Admin account means no 

auditing possible: actions can not 

be traced to a single person.

Solution is to have several admin accounts 

tied directly to individuals.

Separation of duties, Security best practices 

and standards dictate the use of two accounts 

per administrator. One user account, one 

admin account. In practice is very hard to 

enforce and leads to vulnerabilities especially 

in elevation of privilege attacks.

The PAM Solution, one set of accounts 

which can be used by several individuals and 

audits can trace back the actions and enforce 

accountability.

PAM Problem 
Statement



Arquitectura genèrica de Gestió d’usuaris privilegiats (PAM)

PAM as Application Gateway

Where the USERS are

Campus

Branch

Home

Travel

Where the critical systems are

Other critical systems

Windows/Linux/Web Server

Firewalls/routers/switches

User Identity and Device Posture 

ENFORCEMENT 

Policy EngineUser Identity

User Client

PAM
Application Gateway



Estratègies i casos d’ús per la protecció
de la cadena de suministrament i la 
gestió del risc digital
Gestió del risc digital dels proveidors



• Valorar la maduresa de seguretat dels proveidors

• Monitoritzar nivell de risc dels proveidors

• Credencials robades

• Proveidors Compromesos

• Emprese de software

• Emprese de serveis gestionats

Vcigilància del risc digital de proveidors



Gestió del risc digital

Solucions de DRPS

Brand

Protection 

Adversary 

Centric

Intelligence 

External Attack 

Surface 

Management

(EASM) 



z

External 
Attack Surface 
Management 

(EASM)

External 
Attack Surface 

Monitoring

Vulnerabilities/

Configuration Errors/
Exposed Services

Security Issues

Comparison with previous scanning 

results to identify 
recent changes

Change/Delta

Comparison

Asset Discovery

Outlines comprehensive 

discovery of assets such as 
Domains/IP/ASN/ 

Subdomains/Certificates

Recommendations

Recommended

actions

Zero-false positives, 

external risk 

prioritization and 

remediation



z

Brand 
Protection Brand

Monitoring & Protection

Social 
Media

Monitor discussions against 

brand in social media

Typosquatting

Monitor similar-looking 

domain names

Phishing 
Monitoring

Track phishing campaigns 

against brands

Credentials 
Monitoring

Monitor leaked/ 

breached credentials

Rogue Apps 
Monitoring

Track rogue 

mobile applications

Preserve customer trust 

and loyalty, and 

credibility with partners, 

suppliers, and investors

Executive 
Protection

Monitor for exposed personal 

data / impersonations



z

Adversary Centric
Intelligence 
(ACI)

Actionable Intelligence

Tactical 

Teams

GRC 

Teams

Executive 

Management

Strategic 

Decision Makers

3

Deliver4

Deliver to customer via means Flash reports & Threat Reports via Customer Portal

Darknet Pastebin/IM Social Media

Forums/Markets Domain/Frauds Technical IOCs

Monitor & Collect1

Assess

Validate Contextualize

Prioritize Analyze

2Curated, actionable 

intel tailored to your 

attack surface
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Identification and Mitigation of 
Supply Chain Breaches

Aasef Iqbal

Product Manger, SME – OT Cybersecurity

Tuesday, 16 November 2021
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